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Abstract. The theory of finite fields has important applications in coding 

theory and cryptography. Two type of basis of finite field 

€ 

GF (2n )  over 

€ 

GF (2)  are of particular interest, polynomial basis and optimal normal basis 

(type I and II) of the form 

€ 

β , β 2, ..., β p^n−1{ }  for some element 

€ 

α , 

€ 

β  in 

. Choosing between optimal normal basis and polinomial basis 

depends on the application. This paper presents an implementation of an 

efficient method to convert from the representation of a field element in one 

basis to the representation of a field element in another basis. With this 

method, it is possible to extend an implementation in one basis so that it 

supports other choices of basis. 

Keywords: finite fields, polynomial basis, normal basis, optimal normal basis, 

basis conversion  

1 Introduction 

Cryptosystems in general are implemented over prime fields GF(p), or binary 

fields GF(2n). Arithmetic in binary fields can be classified according to basis used. 

Two of the most common basis used in binary fields are polynomial basis and 
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normal basis. Any basis in both can be used for cryptosystems; however, some 

special cases such as trinomial basis, pentanomial basis and optimal normal basis 

(ONB) are, in practice, used for the purpose of efficient operations. The ONB 

especially are known to be more efficient for hardware implementation than 

polynomial basis because the multiplication operation can be performed very 

efficiently and inversion can be achieved by repeated multiplication typically using 

the method of Itoh and Tsujii, and doubling can be executed by only one cyclic 

shift operation.  

 When elliptic curve cryptosystems were first proposed, optimal normal 

basis (ONB) were considered the fastest implementation method. At the present 

time there are a few hardware devices that take advantage of this. Over the past few 

years polynomial basis has been faster in software. A combination of both normal 

basis and polynomial basis can take advantage of the strength of each for 

maximum efficiency. 

 Consider the following scenario. An application runs mostly in software. 

When an encryption is needed the process is delegated to a hardware co-processor 

which uses ONB representation. The software needs to convert PB to ONB before 

shipping the data to the co-processor. And when the encryption is done, an ONB-

PB conversion is then performed. 

 The mathematical symbols of optimal normal basis may seem overly 

complex, but the implementation in computer hardware or software is very easy. 

Only AND, XOR, and, ROTATE operations are needed. The fact that these are 

fastest operation possible on any microprocessor is what makes optimal normal 

basis (ONB) so attractive [1].  

 It is well known that it is possible to convert between two choices of basis 

for a finite field; the general method involves a matrix multiplication. However, the 

matrix is often too large. For instance, the change-of-basis matrix for GF(2n) 

arithmetic will have n2 entries, requiring several thousand bytes or more of storage 

in typical applications (e.g. n ≈ 155). Conversion of finite field elements from one 

basis representation to another representation in a storage-efficient manner is 
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crucial if these techniques are to be carried out in hardware for cryptographic 

applications. 

 Kaliski and Yin [2] describe algorithms for basis conversion between 

normal and polynomial basis that involve primarily finite-field operations, rather 

than, for instance, matrix multiplications. In this paper we propose some 

modifications from the general algorithms for some specific cases, i.e. basis 

conversion between polynomial basis and type I and type II optimal normal basis 

to gain more computational efficiency, using the properties of type I and type II 

optimal normal basis and field operations. We will show that in the change-of-basis 

matrix there exists one row in which there exists only non-zero elements. For the 

case of binary fields where the two bases have the same generator, we construct the 

algorithms based on these non-zero elements. With the algorithms, it is possible to 

extend an implementation in one basis so that it supports other choices of basis.  

In [3] it was proposed some modifications of the general algorithm for certain 

cases, for example PB to ONB-I or ONB-II conversion to optimize computation 

efficiency, taking the advantage of type I and II basic features. It was proved that if 

both basis have a same generator then there exists a unique row with exactly one 

non-zero entry. In this case, an efficient algorithm has been constructed based on 

the knowledge of the entry whereabouts. With the algorithm proposed, one basis 

implementation can be done and make it possible to choose another basis. 

2 Conversion Algorithm  

The basis conversion is to compute the representation of an element of a finite field 

in one basis, given its representation in another basis. The general solution is to 

apply the change-of-basis matrix relating the two bases. Suppose that we are 

converting from the representation B of w in the basis v0, v1, …, vn-1 to another 

basis. The representation A of w in the second basis can be computed as the matrix 

product At = MBt, where M is an n × n matrix whose columns are the representation 

of vi in the second basis and we view A and B as row vectors of dimension n.  We 

can convert in the reverse direction by computing Bt = M-1At. 
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 As the matrix M is potentially quite large, we aim to convert from one 

basis to another without involving a large amount of storage or requiring a large 

number of operations. Using the properties of type I and type II optimal normal 

basis and field operations, new conversion algorithms from polynomial basis to 

type I and type II optimal normal basis and vice versa are obtained.  

2.1 PB to ONB-I 
From now on let p = 2. We assume that both basis have same generators, i.e. {1, α, 

α2,…, αn-1} is the polynomial basis and {α, α2, …,  α2^n-1} is the optimal normal basis 

I or II. In the following algorithms we perform the operation on polynomial basis. 

Therefore, the squaring and multiplication  in the algorithms below would be 

squaring  and multiplication in polynomial basis.  

 Algorithm PB-ONBI converts from a polynomial basis representation to an 

optimal normal basis I representation.  It computes one coefficient per iteration. By 

[3,Proposition 3.2 (ii)] and [3,Lemma 3.4], B[n/2] = A[0]and B[i-(n/2)mod 

n]=B’[i+1-(n/2)mod n]=…=Bn-i-1[n-1-(n/2)]=An-i[0] for all n ≥ i ≥ 1. 

Input: A=(A[0],…,A[n-1]), the representation of an element in polynomial basis. 

Output: B=(B[0],…,B[n-1]), the representation of the same element in ONB I. 

FOR i = n downto 1 DO 

 B[i-(n/2)mod n] ← A[0] 

 A ← A2 

ENDFOR 

2.2 ONB-I to PB 
We assume that both basis have same generators, i.e. {1, α, α2,…, αn-1} is the 

polynomial basis and {α, α2, …,  α2^n-1} is the optimal normal basis I.  In the 

following algorithms we perform the operation on ONB I. Therefore, the 

multiplication in the algorithms below would performed in ONB I.  From [3, 

Proposition 3.2 (i)], [3,Lemma 3.5], [3,Lemma 3.6] we get the following Algorithm 

ONBI-PB which converts from an optimal normal basis I representation to a 

polynomial basis representation.   
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Input: B=(B[0],…,B[n-1]), the representation of an element in ONB I. 

Output: A=(A[0],…,A[n-1]), the representation of the same element in polynomial 

basis. 

Constant: X-1 = (0,…,0,1,0,…,0), where 1 is on the (n/2+1)th position,  

which is the representation of α-1 in ONB I. 

FOR i = 0 to n-1 DO 

 A[i] ← B[n/2] 

 B ← B - (A[i],…, A[i]) 

 B ← B × X-1 

ENDFOR 

3 Implementation 
The algorithm described above has been implemented in C.  The algorithm uses the 

squaring operator on polynomial basis for polynomial to ONB I conversion and the 

multiplication operation on ONB I for the other way around. The simplest way of 

doing these calculations is of course by implementing the squaring and 

multiplication in general case. For example, the standard way of squaring in 

polynomial basis is by polynomial squaring and then takes the remainder of the 

result modulo the irreducible polynomial. However, note that the bases for both 

operations are different while we usually assume that one processing unit only 

implement operations on one basis. Also note that the squaring on polynomial basis 

will be implemented a particular polynomial basis, that is the polynomial basis 

which generator is also a generator of ONB I. Similarly, one may note that in the 

conversion algorithm from ONB I to polynomial basis the multiplication is also 

restricted to the multiplication of an element to the inverse of the generator. 

Therefore, in implementing algorithms in [3] we avoid using generic operations 

algorithm and proposing two new operations algorithms under the above 

restrictions. Hence, one may choose one basis for one's implementation and adapt 

one of our two specific operations algorithms in terms of the above restrictions for 

the conversion. For example, one may want to implement ONB I for his processing 

unit. In this case, the processing unit is assumed to only be able to do squaring in 

ONB I. Therefore to use the algorithms that use squaring in polynomial basis, one 
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may want to adapt our specific algorithm to save space and time instead of 

adapting the generic squaring algorithm. 

These restrictions permit us to modify the algorithms as follows. 

3.1 PB to ONB-I Conversion 
The most difficult from this algorithm is squaring process. The implemented 

algorithm takes an even n with same generator. As shown at the picture below, the 

first step it to spread the lower half of A to digit 0 to (n/2 – 1), for the even 

positions. Then add the middle bit to all positions. And the last step is to spread the 

higher half A to the odd position, and add it to the previous result to get A2. 

It is also important to be noticed that the modulus operation can results in negative 

numbers. Some tricks are needed to anticipate the problem. 

3.1.1 Squaring 
 

A  =  a0    a1    a2    a3    a4    a5    a6    a7    a8    a9

A2  =  a0     0     a1     0     a2     0     a3     0     a4    0

+

a5    a5    a5    a5    a5    a5    a5    a5    a5    a5

+

a6           a7            a8           a9            
 

Fig. 1 Squaring process 

Below is the coding implementation of squaring process. Variable A holds the 

polynomial before squaring process and B acts as a buffer to holds the calculation 

result. At the end the squaring result is stored in B.  
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This snippet spreads the lower half elements to elements in the odd position to 

buffer variable B. 

     j = 0; 
 for (i = 0; i < n; i++){ 
      if (i%2 == 0){ 
           B[i] = A[j]; 
                     j++; 
      } 
 } 
 

Add every element in B with the middle element of A. To make it efficient, the 

content of A[mid] is checked and the XOR-ing operation is only executed when 

A[mid] == 1: 

 if (A[mid] == 1){ 

       for (i = 0; i < n; i++) 

           B[i] = B[i] ^ 1; 

 } 

  

B is added with the higher half element of A, spreaded to the elements in the even 

positions in B.  

 k = mid+1; 

   

 for (i = 0; i < n; i++){ 

      if((i%2) != 0 && A[k] == 1){ 

            B[i] = B[i] ^ 1; 

            k++; 

      } 

 } 

3.2 ONB-I to PB Conversion 
ONB-I to PB conversion is done in three steps. Calculating sigma is performed to 

arrange the position of the elements in the vector, thus the process calculating 
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inverse is simply to rotate the vector to the left (or “shifting up”). The variable A 

holds the original position while variable a hold the “ordered” position. 

void calcSigma(int *A, int *idx){ 
 int i, j;  
 int a[n]; 
  
 //initialization 
 for (i = 0; i < n; i++){ 
  a[i] = 0; 
 } 
  

//put the elements “in order”  

 for (i = 0; i < n; i++){ 
  j = idx[i]; 
  a[j] = A[i]; 
 } 
 
 for (i = 0; i < n; i++){ 
  A[i] = a[i]; 
 } 
} 
 

Calculating inverse by “shifting up” the vector. 

//shifting up to get x^-1 
void shiftUp(int *A){ 
 int a[n]; 
 int i; 
  

The variable a is used to store the data during the process. 

 

 for (i = 0; i < n; i++){ 
      a[i] = A[i]; 
 } 
 

There are two cases, when the first element of the vector to be calculated the invers 

is 1, the vector has to splitted into two vectors. The first vector contains only the 1 
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in the first element and 0 for the rest elements. The other vector holds other 

elements except the first element which is cleared to 0. 

 if (A[0] == 1){ 
      //split into two vectors 
      //the first vector 
      a[0] = 0 ; 
      for (i = 1; i < n; i++) 
           a[i] = A[i]; 
    

Then the process of shifting is only applied to the second vector. 

      //the second vector, all 1s 
      //now shift the first vector 
      a[n-1] = 0; 
      for (i = 0; i < n-1; i++) 
           a[i] = a[i+1]; 
    

After the shifting process, add both vectors. 

 //now add both vectors, store it in a[] 
      for (i = 0; i < n; i++) 
           a[i] ^= 1; 
 } 
 

If the first element of A is not 1, do shift without splitting up the vector. 

 else{ //if A[0] == 0 
      //shift without splitting the vector 
      a[n-1] = 0; 
      for (i = 0; i < n-1; i++) 
           a[i] = a[i+1]; 
 } 
  
 for (i = 0; i < n; i++){ 
        A[i] = a[i]; 
 }  
} 
 

Arrange the elements of the vector to the original position after shifting it up to get 
the inverse. 
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void calcSigmaInvers(int *A, int *idx){ 
 int i, j; 
 int a[n]; 
  
 for (i = 0; i < n; i++){ 
  j = idx[i]; 
  a[i] = A[j]; 
 } 
 
 for (i = 0; i < n; i++){ 
  A[i] = a[i]; 
 } 
} 
 

4 Analysis 

 

 

Fig 2. Conversion Performance 

 

The result shows that execution time for both PB to ONB-I conversion and vice 
versa increases exponentially as the number of bits increases.  

In terms of area, compared to Basis Conversion shown in [4] Section A.7.4, where 
the complexity is O(n2), our algorithm is significantly reduce the complexity to 
O(n) so that the space will be significantly reduced. 

In overall, in terms of time ONB-I to PB conversion takes a slight more time 
because like what have explained in III.B, the conversion needs multiplication and 
inverse process because those operations take more resources than squaring in 
ONB. The result is predictable since we focus on reducing space requirement. 
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Further improvement to the implementation can be done to speed up the 
computation. For example before executing a certain part of the code, checking 
some particular conditions (checking whether a variable is 1 before XOR-ing it 
with other variable) can reduce the computation time. However, the shape of the 
resulting graph will be similar to Fig.2.  

5 Conclusion 
In this paper we have shown an implementation of a novel algorithm to perform 
conversion from PB to ONB-I and vice versa. The implementation is done in C 
language. 

The implementation is aimed to use memory efficiently and leaves further research 
for execution time-optimized implementation. 
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